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What I am Going to Talk About

• What’s out there in the USA right now

• What types of radiation they produce

• How far it penetrates

• What organ systems could be at risk

• What the exposure levels are supposed 

to be

• And how good the dosimetry seems to 

be

• What the exposure standards are

• And how well-accepted they are

• What the level of risk might be

• What there might be to worry about

• Public acceptance/fear of the 

technology
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What I am NOT Going to Talk About

• What might be out there in other 

countries

• And what might be deployed in the 

future

• Passive systems

• Which may exist

• Privacy, consent, religious freedom 

issues

• Which are very real for some people

• Usefulness

• Operator exposure
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What’s Out There Right Now



5Moulder/ AAPM, Aug-2011

Millimeter Wave

Backscatter
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How Do They Differ?

Issue Backscatter Millimeter Wave

Energy type ionizing

Publically-available specs some

Publically-available safety 

data

some

Relevant safety standards yes

Publically-available dosimetry yes

Quality of dosimetry good

Analysis of failure modes some
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How Do They Differ?

Issue Backscatter Millimeter Wave

Energy type ionizing non-ionizing

Publically-available specs some almost none

Publically-available safety 

data

some almost none

Relevant safety standards yes yes

Publically-available dosimetry yes none

Quality of dosimetry good uncertain

Analysis of failure modes some uncertain
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How Do They Differ?

Backscatter Millimeter Wave

Energy level 50 kV

Penetration depth (TVL in 

tissue)

~ 8 cm

Scan time 8-15 sec

Major organ systems at risk Skin, cornea, 

testes?

Mechanism of injury DNA damage

Could injury be cumulative? Possible

10Moulder/ AAPM, Aug-2011

How Do They Differ?

Backscatter Millimeter Wave

Energy level 50 kV 24-30 GHz (like a radar 

gun)

Penetration depth (TVL in 

tissue)

~ 8 cm ~ 1 mm

Scan time 8-15 sec 2-10? sec

Major organ systems at risk Skin, cornea, 

testes?

Skin, cornea

Mechanism of injury DNA damage Heating

Could injury be cumulative? Possible Unlikely
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Dosimetry (Backscatter)

• No peer-reviewed testing that I have found

• Even some implication that TSA will not allow such 

testing

• Detailed and publically-available testing by:

• US Food and  Drug Administration (2006)

• Johns Hopkins Applied Physics Laboratory (2010)

• Effective dose:

• 0.00003-0.00010 mSv/scan (ANSI, NCRP)

• 0.00001-0.00005 mSv/scan (FDA)

• 0.000015 mSv/scan (Johns Hopkins)
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Dosimetry (Backscatter)

• No peer-reviewed testing that I have found

• Even some implication that TSA will not allow such 

testing

• Detailed and publically-available testing by:

• US Food and  Drug Administration (2006)

• Johns Hopkins Applied Physics Laboratory (2010)

• Effective dose:

• 0.00003-0.00010 mSv/scan (ANSI, NCRP)

• 0.00001-0.00005 mSv/scan (FDA)

• 0.000015 mSv/scan (Johns Hopkins)

• Skin dose:

• 0.00005 mSv/scan (FDA)
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Safety Standards (Backscatter)

• National Council on Radiation Protection (NCRP)

• The concept of negligible personal dose: 0.010 

mSv/event

• US Nuclear Regulatory Commission (NRC)

• Public dose from a source: 0.25 mSv/year

• American National Standards Institute (ANSI)

• Limit on dose/screening: 0.00025 mSv/screen

• Annual dose limit for screening: 0.25 mSv/year
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Safety Standards (Backscatter)

• National Council on Radiation Protection (NCRP)

• The concept of negligible personal dose: 0.010 

mSv/event

• US Nuclear Regulatory Commission (NRC)

• Public dose from a source: 0.25 mSv/year

• American National Standards Institute (ANSI)

• Limit on dose/screening: 0.00025 mSv/screen

• Annual dose limit for screening: 0.25 mSv/year

• Standards are generally accepted, but some would argue 

that:

- “no amount is safe”

- “no proven risks at this level”

- “small amounts are good for you”
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Proven risk for single-dose high dose-rate

Safety Margin (Backscatter)

NRC/ANSI Public dose limit (annual)

100 mSv

10 mSv

1 mSv

0.1 mSv

0.01 mSv

0.001 mSv

0.0001 mSv

Annual added dose for flight crew

Abdominal CT

NCRP Negligible Personal Dose (per event) 

ANSI limit on effective dose (per scan)
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Proven risk for single-dose high dose-rate

Safety Margin (Backscatter)

NRC/ANSI Public dose limit (annual)

100 mSv

10 mSv

1 mSv

0.1 mSv

0.01 mSv

0.001 mSv

0.0001 mSv Single-scan dose (skin or eye)

Annual added dose for flight crew

Abdominal CT

One scan/day (annual skin or eye dose)

NCRP Negligible Personal Dose (per event) 

ANSI limit on effective dose (per scan)
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Proven risk for single-dose high dose-rate

Safety Margin (Backscatter)

NRC/ANSI Public dose limit (annual)

One trans-continental flight

100 mSv

10 mSv

1 mSv

0.1 mSv

0.01 mSv

0.001 mSv

0.0001 mSv Single-scan dose (skin or eye)

Annual added dose for flight crew

Abdominal CT

One scan/day (annual skin or eye dose)

NCRP Negligible Personal Dose (per event) 

ANSI limit on effective dose (per scan)
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Dosimetry (Millimeter Wave)

• Could not locate any well-documented dosimetry

• But it was done to meet FCC license requirements

• The common millimeter wave safety standards are 

dose-rate (power density) standards in mW/cm2.

• Safety standards assume that there are no cumulative 

effects.

• Per DL McMakin (personal communication)

• 0.00001 – 0.0001 mW/cm2

• Per GP Gallerano (personal communication)

• 0.00005 – 0.0006 mW/cm2
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Safety Standards (Millimeter Wave)

• Safety standards assume that there are no cumulative effects.

• ANSI/IEEE C95.1 - 1992 

• Uncontrolled environments: 10 mW/cm2 averaged over ~2.5 

min

• NCRP - 1986

• General Public Exposure: 1 mW/cm2 averaged over 30 min

• US Federal Communications Commission (FCC) – 1996

• General Public Exposure: 1 mW/cm2 averaged over 30 min
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Safety Standards (Millimeter Wave)

• Safety standards assume that there are no cumulative effects.

• ANSI/IEEE C95.1 - 1992 

• Uncontrolled environments: 10 mW/cm2 averaged over ~2.5 

min

• NCRP - 1986

• General Public Exposure: 1 mW/cm2 averaged over 30 min

• US Federal Communications Commission (FCC) – 1996

• General Public Exposure: 1 mW/cm2 averaged over 30 min

• The standards are more controversial than those for ionizing

• Note the recent IARC labeling of  2 GHz as a “possible 

carcinogen”
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Safety Margin (Millimeter Wave)

Public standards

10 mW/cm2

1 mW/cm2

0.1 mW/cm2

0.01 mW/cm2

0.001 mW/cm2

0.0001 mW/cm2

0.00001 mW/cm2

Single-scan (skin or eye)
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Safety Margin (Millimeter Wave)

Public standards

10 mW/cm2

1 mW/cm2

0.1 mW/cm2

0.01 mW/cm2

0.001 mW/cm2

0.0001 mW/cm2

0.00001 mW/cm2

Single-scan (skin or eye)

Max public near mobile phone base station
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So What’s There to Worry About?

• If the currently-existing units in the US are operated as 

intended, it is difficult imagine any real risk.
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So What’s There to Worry About?

• If the currently-existing units in the US are operated as 

intended, it is difficult imagine any real risk.

• But this assumes:

• Good dosimetry of installed (not prototype) units

• Good quality control and maintenance

• Good operator training

• It also assumes:

• Adequate analysis of failure modes
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So What’s There to Worry About?

• If the currently-existing units in the US are operated as 

intended, it is difficult imagine any real risk.

• But this assumes:

• Good dosimetry of installed (not prototype) units

• Good quality control and maintenance

• Good operator training

• It also assumes:

• Adequate analysis of failure modes

• And this assurance does not apply to future technology or 

to units deployed by other countries
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Public Acceptance

• Personal experience is that these units are accepted, 

• But widely disliked and sometimes feared

• Problems:

• People are scared of “radiation”

• People blank out when you get to “orders of 

magnitude”

• There is some incredible junk science on the net
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Public Acceptance

• Personal experience is that these units are accepted, 

• But widely disliked and sometimes feared

• Problems:

• People are scared of “radiation”

• People blank out when you get to “orders of 

magnitude”

• There is some incredible junk science on the net

• Also not helping:

• Inadequate publicly-available information

• Some terrible public relations 

“less radio-frequency energy than a mobile phone”

“as safe to use as a cell phone”

“no risk because it is non-ionizing”
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Bottom Line

• Currently-deployed US versions are almost certainly 

safe: 

• But safety is difficult to prove with publicly-accessible 

data

31Moulder/ AAPM, Aug-2011

Bottom Line

• Currently-deployed US versions are almost certainly 

safe: 

• But safety is difficult to prove with publicly-

accessible data

• Disliked and somewhat feared:

• The veil of secrecy does not help.
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Bottom Line

• Currently-deployed US versions are almost certainly 

safe: 

• But safety is difficult to prove with publicly-

accessible data

• Disliked and somewhat feared:

• The veil of secrecy does not help.

• Acceptance of current (and future) technology:

• More openness is needed

• Widely-accepted safety standards are critical

• Publically-accessible safety analysis is critical

• The risk perception issues have not been handled 

well.


